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Cyber Vulnerabhility Assessment for a Law Firm

What is Penetration Testing?

Penetration Testing is the process of actively evaluating your
information security measures, most commonly by analyzing
security measures for design weaknesses, technical flaws, and
vulnerabilities. The results are delivered in a comprehensive
report to executive, management, and technical audiences.

Why Would a Law Firm Want Penetration Testing?

There are several reasons why firms choose to perform
penetration testing, ranging from technical to commercial.
The most common are:

= To identify the threats facing a firm's information assets for quantification
of its information risk

= To provide an adequate expenditure for information security

= Toreduce a firm's information technology (IT) security costs and provide
a better return on IT security investment (ROSI) by identifying and
resolving vulnerabilities and weaknesses. These may be known
vulnerabilities in the underlying technologies or weaknesses in design
and/or implementation

= To provide a firm with the assurance that comes with a thorough and
comprehensive assessment of organizational security covering policy,
procedure, design, and implementation

= To adopt best practices by conforming to legal and industry regulations

= To identify the overall security awareness of end users

External Penetration Testing

External Penetration Testing is the traditional approach to penetration testing.
This type of testing focuses on servers, infrastructure, and the underlying
software that comprise the target. It may be performed by a specialist/technician
with no prior knowledge of the site (black box) or with full disclosure of the
topology and environment (white/crystal box). This type of testing typically

" involves a comprehensive analysis of publicly available information about the
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identified and verified, and implications are assessed.
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